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THE INSTITUTE OF BANKERS, BANGLADESH (IBB)
Sth Banking Professional Examination, April-2025
AIBB
INFORMATION AND COMMUNICATION TECHNOLOGY
IN FINANCIAL INSTITUTIONS (ICTFI)

Subject Code : 2 01| 4

Time—3 hours
Full marks—100
Pass marks—45

[N.B. The figures in the right margin indicate full marks. Answer any five questions. ]
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Discuss about Main memory and Auxiliary memory. What 3+42=5
hqppcncd when RAM of a computer is destructed?

DISCUS'S the role of Disaster Recovery Site (DRS) to m itigate 5
operational risks of financial institutions.

How does computer networking facilitate seamless financial 5
operations?

Briefly explain the necessity of holistic Cyber Security Awareness 5
program for your bank.

A bank needs to upgrade 30 existing applications and implement 6
10 new applications where all applications need CPU, memory

and storage. Which solution will be more feasible to cater the
demand of resources allocation considering cost effectiveness

and manageability?

One morning, a bank observes that all data of CBS are 8
encrypted and so they cannot retrieve any information.

What is this sign of ? How does the bank recover data? What
measures should be taken to prevent future similar incidents?

Discuss the challenges and solutions associated with ensuring 6
the security of Internet and App Banking,.

How does “Compliance of Security Standards” benefit an 4
organization?

What are Phishing and Spear Phishing? How does Multi 4+4=8
Factor Authentication (MFA) enhance the security of online

transactions?
Describe the necessity of Business email Communication. 4+4=8

What necessary measures should be taken care of to secure
email communications?

What do you mean by ERP Software? Briefly discuss the modules 3+4=7
of ERP software which are used in the financial industry.

A bank wants to develop an application to automate the HR 8
and payroll processes. What use cases should be considered to

cater business functionalities, data security and data integrity?
Describe necessities of BRD and SRS for a software development. 5
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of Data Classification for a financial institution, 3+4-7

Explain necessity , ;
l mal. confidential and restricted data types

Define public, inte

with examples. sl L .
What measures should be taken to minimize risks of your 443-9

bank's ICT infrastructure? Why a bank should acquire 1SO

27001 certification? 3

Discuss about Cyber Threats, Cyber Incidents and Mitigation 6
measures.

Discuss the importance and necessity of Data Backup for a
bank which has active DC and DRS in place.

Explain the necessity of Vulnerability Assessment and Penetration 6
Testing (VAPT) of an internet facing application before
production roll-out and also for post-produclmf} operations.

What do you mean by Risk Governance, Risk Assessment, 8

Risk Culture and Risk Appetite?

What is a Contact Center? Discuss key components and modes  245=7
of service delivery of a Contact Center.

List the distinctions between RTGS and BEFTN system 6+2-8
considering mode of services, available transactions and
settlement processes. How many cut-offs are currently operated

in the BEFTN system?

How does Mobile Financial Services (MFS) contribute to 5
financial inclusion for the underserved population?

Describe the differences between modes of payment for POS  4+4=8
and E-commerce transactions. Why and what additional
security measures are necessary for E-commerce transactions?

N

What technological considerations are crucial for the success 6
of Agent Banking services?

Describe the features and complexities of Card Management 6
System (CMS) software.

How does Digital Signature protect an electronic document? 4+3=7
How can you use a digital signature while signing the document?

Write six important vendor selection criteria while engaging a 6
vendor for your core application.

How can a bank utilize the immense benefits of Artificial ¥

Intelligence (Al) for banking products and services, explain
briefly?

How does unlimited usage of Social Media pose to social 3+3=6
engineering scam? How should we use Social Media as a
professional?

Define crypto currency with examples. Describe the 3+3=6
underlying technology, advantages and disadvantages of

crypto currency.

Briefly define : CRM, MICR, SWIFT and HTTPS. 8
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